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Abstract

Layer2 network topologydiscorery hasbecomecritical for areasof multimedianetwork man-
agementFor example thetopologycanbeusedto helplocateareasf congestioror to find thepath
betweena pair of hosts(e.g.,a pair experiencingpoor VolP performance) Little work is available
for automaticallyfinding the layer2 topologyof suchnetworks. This paperpresentanapproacto
find the topologybasedon tablesfor the spanningreealgorithmavailablethroughSNMP. The ap-
proachis beingusedaspartof Avayalnc.s ExamiNetM, atool for assessintp telephoy readiness

in customemetworks,andhasbeenrun on anexampleenterprisenetwork.

1 Introduction

Knowledgeof network topologyincluding the path betweenendpoints,canplay animportantrole in

analyzing,engineeringand visualizingnetwork performance.For example,ExamiNet™ [1] collects
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performancevariablesfrom routing devices and end-to-endapplicationmeasurementand needsthe
topologyto identify which performancevariablesapplly to interfaceson the path. This paperdescribes
analgorithmfor finding layer2 pathsusingSNMP1to collectinformationaboutswitches’spanningrees.

Not long ago, the standardnetwork layout useda separateswitchednetwork for eachdepartment
andgeographicalocation(e.g.,afloor andwing of a building) andseverallayer3 routersbetweernthe
switchednetworks. Therecentpopularityof VLANs (virtual LANS) hasresultedin anincreasean the
sizeof fastswitchednetworksanda decreasén the importanceof routers.Today it is commonto use
a singleswitchednetwork for an entirebuilding or campuswith a singleedge-routefor eachswitched
network. This shift underscoretheimportanceof thelayer2 topologyin enterprisenetworks.

A solutionto discovering the topology at layer2 involves the spanningtree algorithm. Ethernet
networks may fail if thereis aloop in the switchingdevices. Loopsmay be usefulfor fault tolerance,
however, by providing redundanpaths.To allow loopsin the network, the switchesrun a spanningree
algorithmbetweeroneanothetto identify any loopsandblocklinks to createalogic treeconnectinghe
switches.Themostcommonalgorithmusedis the [IEEE 802.1DSpanninglreeAlgorithm Protocol[2].
Somevendorsusea variationof this algorithmto supportusingseparatespanningreesfor eachVLAN
(e.g.,Avayalnc’s Cajunswitches).

Simple Network ManagemenProtocol(SNMP) [3] is a commonlyusedstandardorotocolfor col-
lecting network managemerninformation. SNMP works by runningan SNMP agenton eachnetwork
device (nearlyall new network devicesaredeliveredwith anSNMPagent).A MIB (Managemeninfor-
mationBase)[4] specifiesa setof well-known objectsthatthe clientandagentupon. A client program
sendsSNMP querieso theagentto request setof objects,andthe agentreplieswith thevaluesof the
objects.SNMP canbeusedto learninformationaboutthe spanningreesfrom switches.

Topolayy is definedassetof devicesandthe connectiondetweenthemalongwith the setof paths
betweerendpoints.Thelayoutof the network canberepresentedsagraphG = (D, L) whereD is a

setof devicesand L is asetof links. Let I; ; denotethe jth interfaceof device D; in D. Eachlink in L



is definedasa pair of interfaceshatareconnectedy adirectcommunicatiorink. A pathis definedas
thesequencef interfaceson devices(in andout) usedto senddatafrom hostA to B. The pathcanbe
denotedn threeways,(a) a list of theinterfaces(b) alist of tupleswhereeachdevice in the pathhasa
tuple,(device, ingressinterface,egressnterface),or (c) alist of links whereeachlink is representety
theinterfacepair (Z; ;, I;) wherel, ; is theegressnterface,and;; is theingressnterface.
Figurelillustratesa smallnetwork consistingof threeswitcheqS;, Ss, andS;) andtwo hosts(A and
B). Theswitchinterfacesthatthe pacletstraversearealsomarkedon thefigure. For the network, D =
{51,82,83, A, B}, I = {Iap, 11,1, 112,121, ...}, andL = {(La0, [11), (11,2, 121), (2,2, I3,1), (3,2, IB,0) }-

Thepathfrom AtoBis IA,(), 11,1, _[1,2, 12,1, 1272, _[3,1, 13,2, andIB,O.
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Figurel: ExamplePath

It often makessenseo look at the topologyor pathat a particularnetwork layer. For example,the
layer-2 topolagy is the topologywhosesetof links arerestrictedto layer2 links. The layer-2 pathis
the pathcontainingonly layer2 devicesbetweerhoststhataredirectly connectedat layer 3 (i.e., there
is nolayer3 device in the pathbetweerthe hosts).Thelayer-3 pathis the pathcontainingonly layer3
devices(e.g.,hostsandrouters)andonly layer3 links (i.e.,adirectcommunicationink atlayer3, which
may involve a numberof switches).And, the layer-3 topolagy is the topologywhoselinks arelayer3
links (e.g.,anumberof layer2 switchesmaybeinvolved, but the network addressloesnot change).

This paperdescribegelatedwork in Section2. Next, it provides backgroundnformationon the
spanningreealgorithmin Section3. Next, it presentghe topologydiscovery algorithmin Section4.

Then,it concludesvith asummaryin Section5.



2 Reated Work

Several approacheso finding layer3 topologieshave beenproposed(e.qg.,[5, 6, 7, 8, 9]). Despite
the importanceof the layer2 topology little literatureis available. One relatedapproach10] uses
patternmatchingoninterfacecountersavailablethroughSNMP Anotherapproacho generatehelayer
2 topologybetweerswitcheswaspresentedn [11] andimproveduponin [12]. This approacloperates
by processinghe forwarding tablesobtainedfrom eachswitch via SNMP. Both approachestartby
collectingthe forwardingtablesfrom eachswitchin the network. The forwardingtablecachesentries
for eachphysicaladdresghat associateéhe addresswith the port toward the host usingthe physical
addressWhena paclet arrivesat the switch, it looksup the destinatioraddressn the forwardingtable
to find the portit shoulduseto forwardthe paclet.

The original approact{11] assumeshatall physicaladdressearecachedn every switch (this con-
dition canbe forcedby sendingping messagebetweeneachpair of hosts). They defines;; asthe jth
interfaceof the ith switchand A4;; asthe setof physicaladdressn the forwardingtablefor S;;. They
provethattwo portsontwo switcheq(S;; andSy,;) areconnectedf andonly if theunionof A;; and Ay, is
thesetof all physicaladdressessedandtheir 4;; N Ay, = 0. Thetopologyis generatedy applyingthis
testto eachpair of switch ports. The assumptiorthat every addressnustbe cachedcanbe somavhat
relaxedby requiringA,; U Ay, to coveragivenfractionof thephysicaladdressesatherthanall addresses
in the network.

The secondapproach12] usesa slightly differenttestto relax the assumptiorthat every address
is cached. They definethe forwarding entriesfor a switch, Fij, to be the sameas A4;; above, andthe
throughsetto bethe 7/ = UFF|k # j. They definea simpleconnectiorasa pair of switch portsthat
connectgwo switches possiblewith anotherswitch betweernthem. They prove thattwo portsform a
simpleconnectiorif andonly if 72 N T} = (). After building the setof simpleconnections setof rules

areappliedto handlecasesuchasasimpleconnectiorappearingecaus@eitherswitchhasanaddress



in common. Then,the topologyis determinedexaminingthe setof simple connectiondrom a single
switch portandchoosingthe onethatcanbe a directconnectiorwithoutintroducingary conflictto the
forwardingtable.

Someswitchvendorde.g.,[13]) have produceccommerciatoolsthatuseproprietaryMIB extensions
to generatehe layer2 topologyin a network of consistingonly of their products.A few commercial
tools(e.g.,[14, 15]) have recentlyaddedclaimsto supportprovide layer2 topologydiscoveryin hetero-

geneousetworks. Sincethey useproprietarytechniquesthe approachesannotbe discussedhere.

3 Spanning Tree Algorithm

This sectionprovidesa brief descriptionof how switchedbridgesoperate what the spanningiree al-
gorithmis, andhow it works. Ethernetbridgesare usedto forward pacletsbetweemetwork interface
cards(NICs) onthesamesubnet Whena switchedbridge (asopposedo hubswhich broadcaspaclets
on eachport) recevesa paclet, it looks up the destinationphysicaladdressn its forwarding table to
find theportto whichit needdo forwardthe paclet.

The techniqueswitchesuseto build the forwarding table works as follows. Initially, the bridge’s
forwardingtableis empty Whenthe bridgerecevesa paclet on a port from a new host,it updatests
forwardingtableby addingan entrywith the host’s physicaladdressandthe port. The bridgecanonly
forwardunicasimessagew theaddresseis theforwardingtable;but it cansendoroadcaspacletsto all
ports.In atypical IP network, beforesendinga unicastmessagegachhostbroadcastan ARP (address
resolutionprotocol) messagéeo the subnetto find the physicaladdresdor a given IP address.When
the hostwith the givenIP addressespondsvith a unicastARP reply to the original host,the switches
betweerthetwo hostslearnthelocationof eachof the hosts.

This approachworks well whenthe bridgesare connectedn atree(i.e., thetopologyis loop-free).

Shouldthe switchtopologycontainaloop, it is possiblefor a paclet to be forwardedthroughtheloop



indefinitely. In practice,it is commonto have loopsin the physicalswitchtopology Onereasorfor a
loopis to providefault-tolerance—itherearemultiple pathsin the network, it maybe possibleto tolerate
afailure to a single switch. With VLANSs, redundanpathsallow load sharingon a perVLAN basis.
Thatis, if anetwork hasloops,with multiple spanningreesthelinks would only block for some rather
thanall VLANS.

To detectloopsin the topology bridgesrun a spanningree algorithm. In graphtheory a spanning
treeis atreeconnectingall the nodesn thegraph.In networking terms,the nodesareswitchesandthe
edgesarelinks. Thelinks in the spanningree may forward paclets, but the links notin the spanning
treearein ablocking stateandmay not forward paclets(unicastor broadcast).

The most commonalgorithm usedis the IEEE 802.1D SpanningTree Algorithm Protocol[2]. It

definesheseterms:

e BridgeID, is an 8-octetidentifier consistingof a 2-octetpriority followed by the lowest6-octet

physicaladdressassignedo thebridge.

e DesignatedRoot,is theBridgelD of theroot bridgeseenonthe port.

¢ Designatedridge,is theBridgeID of thebridgeconnectedo a port(or its own Bridge D).

e DesignatedPort,is thePortID of a portonthe Designatedridge.

e PathCost,thecostassignedo alink.

e RootPathCost,the sumof the Path Costsalongthe pathto therootbridge.

Eachbridgerecordshevaluesfor Bridge ID, Designatedroot, Designatedridge, DesignatedPort,
Path Cost,andRootPath Costfor eachportin the SpanninglreePortTable. Thevaluesareupdatedoy
exchangingmessagewith its neighbors Themessageallow eachbridgeto find (a) therootbridge,and

(b) theshortespath(i.e., thelowestcostpath)to theroot. Themessagemcludethebridges Bridge ID



andportID, andthe DesignatedRootandRootPath Costvaluesit haslearnedhusfarto eachneighbor
Uponreceving amessagethe bridgelearns(a) of anew Bridge Rootif theneighbors BridgeRoothas
alowerBridgelD thanthecurrentBridgeRoot,or (b) of abetterpathto the Bridge Rootif thenew Root
Path Costis the shortesiamongthe bridge’s ports. Whenthe bridgeupdatests DesignatedrootID or
shortespathto root, it sendsanothemessagéo its neighbors.The protocolconvergeswhenall bridges
have the sameBridge Root andthe spanningtree includesthe shortestpathsfrom eachbridgeto the
BridgeRoot.

Figure2 givesan examplenetwork with loopsin the physicaltopology The resultsof the spanning
treealgorithmfor this network aregivenin Tablel. Thetwo links shovn with dashedinesareblocking.
ConsideBridge 3 in theexample.The DesignatedRootis the BridgeID of Bridge 1 for all ports.

Port1 on Bridge 3 is in the spanningtree and connectsto the Bridge 1 (which is Bridge Root),
becausdhe Designatedridge is equalto Bridge 1's Bridge ID. DesignatedPort 8 on Bridge 1 cor
respondgo Portl on Bridge 1 becausédhat port hasa DesignatedPort equalto 8 (the first entry in
Table1). Port2 is blocking becauset hasa highercostthanthe Port1. Its DesignatedBridge and
Portthatof Bridge 2, port 4. The DesignatedridgeandPortfor Port 3 andPort4 areBridge 3’'sown
BridgeID andPortID becausehelink goesaway from theroot. Port3 connectgo Bridge 4, port 2, a
child in the spanningree. Becausehelink is away from theroot, this canonly be seenby examining
Bridge 4’s entries(namely the entryfor port.2). Port4 mayconnecto a host,but doesnot connecto
ary otherbridgein thespanningree.

The lEEE 802.1DSpanningTreeAlgorithm lackssupportfor VLANS. To supportVLANSs, vendors
have introducedvariationsof the algorithmto includea VLAN tag. To have load-balancingacross
VLANS, it is commonto have differentspanningreesper VLAN. This requiresusinga differentroot
electionprocedureMostvariationson the 802.1Dalgorithmareproprietaryandnon-interoperable.

The dotldStpBrtTablein the Bridge-MIB givesthe resultsfrom the SpanningTree Algorithm. Ta-

ble 2 givesexcerptsfrom port tablesfrom six switches.The Bridge ID (i.e., thelast6 octetsfrom the



BridgelD=
80:00:00:00:00:10:10:10
RootPathCost=0

’ Port 00:0% ’ Port OO:O%

cost=10 cost=10 cost=10
Blocking
’ port 00:01‘ ’ port 00:04‘ ’ port 00:02‘ ’ port 00:01‘
BridgelD= BridgelD=
80:00:00:00:00:20:20:20 80:00:00:00:00:30:30:30
RootPathCost=10 RootPathCost=10
’ port 00:03‘ ’ port 00:02‘ ’ port 00:03‘ ’ port 00:04‘
cost=10, cost=10

Blocking .

\

’ port 00:01 ’ port 00:02‘

BridgelD=
80:00:00:00:00:40:40:40
RootPathCost=20

’ port 00:03‘ ’ port 00:0%1

Figure2: ExampleNetwork with LoopsPhysicalTopology

dotldBaseBridgAddessvariable)for eachswitchis includedin the sectionheadersThefirst column,
StpPort,dentifiesthe entry’s port (the dotldBase®rtTable canbe usedto mapthe portto its interface
index, ifindex). Thenext column,State,indicatesf the portis: forwarding(partof the spanningree),
blocking (removed from the spanningtreeto preventa loop), disabled(the port is notin useor does
not participatein the algorithm), building (a transientstatewhile the algorithmis running), etc. The
third column, DesignatedRootis the Bridge ID of the root of the spanningtree. The fourth column,

DesignatedBridges eitherthe switchesown Bridge ID or thatof anotherswitchdirectly connecto the



Tablel: SpanninglreeResultsdrom ExampleNetwork

StpPort| State | Des.Root| Des.Bridge | Des.Port| PathCost| RootCost
Bridge 1 ID=80:00:00:00:00:1:00:10

1 forwarding| ...:10:10 ....10:10 8 10 0

2 forwarding| ...:10:10 ....10:10 9 10 0
Bridge 2 ID=80:00:00:00:00:2@0:20

1 forwarding| ...:10:10 ....10:10 8 10 10

2 blocking ....10:10 ....20:20 2 20 10

3 disabled | ...:10:10 ....20:20 3 10 10

4 blocking ....10:10 ....20:20 4 10 10
Bridge 3 ID=80:00:00:00:00:330:30

1 forwarding| ...:10:10 ....10:10 8 10 10

2 blocking ....10:10 ....20:20 4 10 20

3 forwarding| ...:10:10 ....30:30 3 10 10

4 forwarding| ...:10:10 ....30:30 4 10 10
Bridge 4 ID=80:00:00:00:00:44@0:40

1 blocking ....10:10 ....20:20 2 20 30

2 forwarding| ...:10:10 ....30:30 3 10 20

3 disabled | ...:10:10 ...:40:40 3 10 20

4 disabled | ...:10:10 ....40:40 4 10 20

entry’s port. The lastcolumn, DesignatedPoris the port ID of the DesignedBridgeonnectedo the
switch (thatis, eithertheportID of theentry’s portonthe sameswitchor theportID on anotherswitch
connectedo theentry’s port). Severalcolumnsin the MIB table,suchasPathCostandDesignatedCost,

arenotincludedin examplebecausé¢hey arenot usedin this paper

4 Topology Discovery Algorithm

This sectiondescribeghe algorithmfor determiningthe layer2 topology from information available
throughSNMP Theprimarygoalis to find the pathbetweertwo IP hostsincludingeachSNMP-enabled
device andinterfacein the orderthe paclet takes. Thus,hubsor switcheswhereSNMP is unavailable
may be excludedfrom the topology We initially restrictoursehesto commonMIB objectsthough
we expectto supportsomevendorspecificimplementations.The algorithmwill determinethe exact

topologyfor all SNMP-enabledgwitchesthatusestandardviiB tablesfor the bridgeinformation. The



Table2: SampledotldStpPortableTables

| Port| State | DesignatedRoot | DesignatedBridge | DesignatedPor}
00:00:02:66:5E:88witch 207
8 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:66E:8 08:80
31 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:66E:80 1F:80
32 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:66E:80 20:80
73 | forwarding | 00:80:00:00:01:001:80 | 00:80:00:00:01:001:80 39:80
00:00:02:6A:E4:8@witch 208
10 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:6A:E4(B 0A:80
55 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:6A:E4(3 37:80
56 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:6A:E48 38:80
73 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:2DF:80 39:80
00:00:02:66:47:88witch 209
1 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:687:80 01:80
47 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:6@7:80 2F:80
48 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:687:80 30:80
73 | forwarding | 00:80:00:00:01:001:80 | 00:80:00:00:01:001:80 31:80
00:00:02:4A:58:83witch 26
8 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:4A%.80 08:80
10 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:4A%:80 0A:80
65 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:4A%.80 41:80
73 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:2DF:80 31:80
00:00:02:23:DF:8@witch 28
5 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:2DF:80 05:80
49 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:2:DF:80 31:80
57 | forwarding | 00:80:00:00:01:001:80 | 00:00:00:00:02:2DF:80 39:80
91 | forwarding | 00:80:00:00:01:001:80 | 00:80:00:00:01:001:80 5B:01
00:00:01:00:01:88witch.29
3 | forwarding | 00:80:00:00:01:001:80 | 00:80:00:00:01:001:80 03:80
49 | forwarding | 00:80:00:00:01:001:80 | 00:80:00:00:01:001:80 31:80
57 | forwarding | 00:80:00:00:01:001:80 | 00:80:00:00:01:001:80 39:80
91 | forwarding | 00:80:00:00:01:001:80 | 00:80:00:00:01:001:80 5B:01

algorithmmakesa few assumptions:

1. thenetwork s in avalid configuration(e.g.,therearenoloopsin the active topology),

2. all MIB tablesfrom the switchesareup-to-date(e.g.,no topologychangesccurwhile the algo-

rithm is running,andthereareno staleforwardingentries),and

3. switchesusethe SpanninglreeAlgorithm.
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Thealgorithmhasthreephasesgatacollection,directlink analysisandendpointanalysis.The data
collectionphasencludes(1) identifyingall switchesandrouters(2) collectingMIB tablespertainingto
the spanningreefrom the switches,and(3) collectingMIB tablesfrom the routeraddresgranslation.
In the directlink analysisthe spanningreeis reconstructedrom the collectedtables.In the endpoint
analysis the switch directly connectedo eachhostis discovered. To supportVLANS, the directlink
analysisandendpointanalysisphasesnustberepeatedor eachVLAN.

Becausegheswitchesarein atree,it is easyto find theinterfacesn thepathbetweerarny two switches
by traversingthe treebetweerthe switches.The endpointanalysisprovidesthe switchandits interface
thatconnectgo eachendpoint. Thus, it is easyto constructthe pathasthe interfaceconnectedo the
sourceendpointfollowedby thosenterfacesn thepathbetweertwo switchesfollowedby theinterface

connectedo thedestinatiorendpoint.

4.1 Data Collection Phase

Identify switches and routers: The first stepis to identify the switchesand routersin the network.
This stepis handledby the ExamiNetMdiscovery module[1]. Themodulescansa network by sending
SNMP probemessage$o every IP in a given rangeand collecting the response$rom the network.
Next, themoduleusesa heuristicto classifyeachdevice thatrespondedo the probeasarouter switch,
host,etc. basedon the systemOID or variousMIB variables(e.g.,system.sysServicap.ipForwards
dotld.bridgType. It alsocheckghateachresponsés avalid IP addresgi.e.,notabroadcasbr network
addressandfiltersoutresponsewhereasingledevicerespondetio multiple IP addressedn thecurrent
implementationtheresultsarestoredin a database.

Collect M 1B tablesfrom switches: TheBridge-MIB [16] containsseveralobjectsdescribingheresults
of the SpanninglreeAlgorithm. Table3 liststheMIB objectscollectedfrom eachswitch. Thecontents
of eachtableis describedelow.

Collect MIB tablesfrom therouter: Routerscachethemappingfrom physicaladdresso IP addressn
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Table3: MIB Objectsfor Bridges

MIB Object Description

dot1ldBridg.dotldBaselaldBaseBridgeAddess | BridgelD

dot1dBridg.dotldBaselaldStdPortTable resultsfrom SpanninglreeAlgorithm

dot1dBridg.dotldBaselaldBase®rtTable mappingfrom Bridge Portto ifindex

dot1dBridg.dot1dTp.dotdTpFdable forwardingtable

interfaces.ifable MIB-II interfacetable (per interface description
andstatistics)

theip.ipNetbMediaMIB table.To senda pacletto anendpointtherouterneeddo learnthis mapping
(e.g.,which it doesthroughthe ARP protocolin a traditional IP network). The mappingis storedin
this table,andentriesareflushedafter a periodof several minutesif no pacletsaresentto the device.
Becausethe contentof the tableis temporal,the table may needto be readperiodicallyto learnall
mappingfor every endpoint. Alternatively, paclets could be sentto eachlP addressn the subnetto

populatethe ARP tableshortlybeforecollectingthe MIB table.

4.2 Direct Link Analysis

The purposeof the direct link analysisis to reconstructhe spanningtree by finding all direct links
betweenswitches. The procedureaxaminesMIB tablesfor eachswitch to identify the links between
switchesandthe portsto eachlink.

For eachentryin a switch’s dotldStpBrtTablefor which the Designatedridgeis differentfrom the
switch’sown BridgelD thereis adirectlink betweertheswitchandthe oneidentifiedby the Designated
Bridge. If thelink statefor theentryis forwarding, thelink isin thespanningree. Theentrycontainghe
port numberfor the original switchandidentifiesthe port on the neighboringswitch asthe Designated
Port. Thus,eachsuchentrycompletelydescribeshelink betweerthetwo devices.

The direct link analysisalgorithmis basedon this principle. The algorithm scanseachswitch’s
dotldStpBrtTable for entrieswherethe DesignatedBridge is differentthanthe switch’s own Bridge

ID andthelink is in the forwarding state(as opposedo the blocking state). Of the two switcheson
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thelink, the switchthatproducedsuchanentryis the onefurtherfrom the bridgerootin the spanning
tree. The StpPort field givesthe egressport (the switch’s porttablecorvertsthe portto anifindex). The
DesignatedBridgfield identifiesthe neighboringdevice, thoughthe Designatedridge ID needdo be
corvertedto an IP addresdor our analysis. And, the DesignatedBrt field identifiesthe port on the
neighboringdevice, thoughswitchport needgo be corvertedto anifindex.

ThelP addres®f theneighboringswitchcanbedeterminedrom theBridgelD. If theBridgeAddress
(theBridge ID with thetwo-octetpriority removed) matchesany switch’s bridgeaddresgable
dotldBridge.dotldBasalotldBaseBdgeAddessMIB object, the switch that suppliedthe variableis
the neighbor If the neighboringswitch doesnot usethe bridgeaddressMIB object,oneapproachs
to find the Bridge Addressin a switch’s interfacetable. Anotherapproachis to scanthe switches’
forwardingtablesfor anentrythatmatcheghe Bridge Addressandwhosedot1d TpFdbStatusolumnis
self (meaningthat the addresselongsto the switchitself). Anotherapproachs to checkthe routers
ip.ipNetDMediatableto translatehe Bridge Addressto an|P addressin practice atleastoneof these
approachewill besuccessfuf theswitchis SNMP-enabledior theresultsin thispapertheapproaches
wereattemptedn the orderthey arepresented.

ThoughmostperinterfaceMIB objectsusetheifindex objectto identify aninterface the BridgeMIB
usesthe bridgeport ID (thelD usedin the layer2 messages)Convertingthe bridgeportto anifindex
shouldrequireonly alookupinto theneighboringswitch’sdot1dBridge.dotldBasalotldBaseértTable.
Thedifficulty is thatthistableusesanintegerrepresentatiofor eachnumbemwhile thedot1dStpBrtTable
usesanASN.1[17] ‘OCTET STRING’ datatype (whichis a pair of 8 bit characters)in somevendors
implementationghe conversionfrom the octetstring to integer is more complicatedthantreatingthe
stringasa 16 bit integer For example,onevendorsetsthe highestbit in octetstring. Anothervendor
reverseghebyte over after settingthe highestbit. For example,abridgelD of 10 couldberepresented
as00: Oa, 80: Oa, or Oa: 80 dependingonthevendor Table2 useshethird format. A morereliable

approachs to build abridgeportto ifindex corversiontablefrom thedot1dStpBrtTable For eachentry
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in thedotldStpBrtTablewherethe DesignatedBridgeis the sameasthedevice’s Bridge D, the Desig-
natedPortis the octetstringrepresentatioof theportandthedot1dStpBrt (thefirst columnin Table2)
is the integerrepresentationf the bridge port thatis the sameasthe oneusedin dotldBaseértTable
table.

Figure3 shavsthetopologyfor theexampledotldStpBrtTableobjectsfrom Table2. Eachlink in the
spanningreeis markedwith anarrawv pointingtowardtherootof thespanningree(switch.29). Thelast
entryfor eachof thefirst five switcheshasa differentDesignatedridgefrom it switch'sbridgeaddress.
Thealgorithmidentifiestheseentriesasrepresentinglink in thespanningree. Thesixth switchhasno

suchentriesbecausét is therootof thetree.

‘ port 1 ‘ ‘ port 47 ‘ ‘ port 8 ‘ ‘ port 10 ‘
00:00:02:66:47:80 00:00:02:4A:58:80
Switch_209 Switch_26

‘ port 48 ‘ ‘ port 73 ‘ ‘ port 65 ‘ ‘ port 73 ‘

‘ port 3 ‘ ‘ port 49‘

00:00:01:00:01:80

Switch_29
‘ port 57 ‘ ‘ port 91 ‘

‘ port 8 ‘ ‘ port 73 ‘ ‘portgl ‘ ‘ port 49 ‘
00:00:02:66:5E:80 00:00:02:23:DF:80
Switch_207 Switch_28

‘ port 32 ‘ ‘ port 31 ‘ ‘ port 57 ‘ ‘ port5 ‘

‘ port 10 ‘ ‘ port 73 ‘

00:00:02:6A:E4:80
Switch_208

‘ port 56 ‘ ‘ port 55 ‘

Figure3: ExampleSwitch Topology
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The first switch, switch 207 hasan entry for a trunk link on port 73. The neighboringswitch is
switch.29 becausehe switch.29’s bridgeaddresg00:00:01:00:01:80jnatcheghe entry’s Designated
Bridgefield. The port on switch 29 is 57 becauséhe entry’s DesignatedPortfield (39: 80) matches
thatof switch 29’s entryfor port57. Similarly, port 73 on switch. 208 connectgo port 54 on switch 28.
Port 73 on switch 209 connectgo port 49 on switch 29. Port 73 on switch 26 connectsto port 49
on switch.28. And, port 91 on switch.28 connectgo port 91 on switch.29. Note that switch .26 and
switch.209connecto thesameportin thespanningree;thisis becauséhethreeswitchesareconnected
by ahubor atransparenswitchthatdoesnot participatein the spanningreealgorithm.

The dotldStpBrtTable table mustbe usedto corvert the port numberto an ifindex value. In this

example thevendoruseshe samevaluefor the portandifindex.

4.3 Endpoint Analysis

Two devicesaresaidto be directly connectedvhenthe pathbetweernthemdoesnot includeary other
device in the spanningree. A device, Dy, is directly connectedo I ;, the:th porton device D, when
D, and D, aredirectly connecte@ndthe pathbetweerthemuses/; ;. A switch trunkis alink between
two directly connectedwitches.The switch portsto suchalink areconsidereanthetrunk.

A switch’s forwardingtableincludesentrieswith a physicaladdressandthe port numberthe switch
will useto forward pacletsto the device addressetby the physicaladdressM. We defineF'(s, M) as
theport, I, ;, wherethe switch, D;, thathasa forwardingentryfor M on thatport or () wherethereis
no suchentryin D,’s forwardingtable. In a valid network configuration,eachnon-emptyF'(s, M) is
(a) theswitchtrunk from D, in the spanningreeonehopcloserto the hostaddressetdy M, (b) aport
directly connectedo the host,or (c) both. Thethird caseis whenthe trunk andthelink to the hostare
sharedr connectedo a switchthatdoesnot participatein the spanningreealgorithm.

Lemmad4.1 providesa simple, efficient sufficiency testto discover the port directly connectedo a

device. Thatis, if any switch hasan entry on a non-trunkinterfacefor a physicaladdressisedby the
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host, it mustbe directly connectedo that port. In practicethis sufficiencgy conditiongenerallyholds
becausewitch trunksare seldomsharedwith hosts. Whenthis conditiondoesnot hold, an approach

usingthe spanningreeandtheforwardingtablescanbeused.

Lemmad4.1l If switch D, hasa forwarding entry for physicaladdressM on port I ; thatis not on a

switch trunk, thedeviceaddressedy M is directlyconnectedo the switch.

Proof By thedefinitionof the switchtrunk, D, cannotconnecto anotherswitch. Thus,therecanbeno
device in the spanningreeconnectedhroughl, ;. Therefore by definition, device addressethy M is

directly connectedo D; on I, ;. g

Notethattheinverseof Lemmad4.1is notnecessarilyrue. Two switches,D, and D;, anda host,D;,,
couldall beconnectediia a hubthatdoesnot participatan thespanningreealgorithm.In thiscasethe
portson eachswitchto thehub, I, ; andl, ;, aredirectly connectedecause¢he pathbetweerthemdoes
notinvolve ary otherswitchin the spanningree. SinceD,, is alsodirectly connectedo S andS;, it is
possiblefor a hostto bedirectly connectedo a switchvia a switchtrunk.

Thefirstendpointanalysisapproachs to applyLemmad. 1. Sinceit is only asufiiciency test,asecond
approactwill beneededo handlecasesotcoveredby thefirst. Beforedescribinghesecondapproach,
two importantproperties(Property4.1 and Property4.2) aboutthe spanningtree and the forwarding
tablesshouldbe noted. Thesepropertiegalongwith the lemma)canbe usedto definea region where
the hostmay be located. The region is the minimal region that can be found usingthe spanningtree
andthe forwardingtables. Every switch with forwardingentriesfor M in the region mustbe on the
boundaryof the region. Thus,therecanbe no switchin theinterior of the region with ary information
aboutthelocationof the hostin its forwardingtable. Hence,jt is possiblefor the hostto be locatedon

ary switchor link within theregion.

Property 4.1 If switch D, hasa valid forwardingentry F'(s, M) onaforward edge of thespanningree

(i.e., anedge awayfromtheroot), the hostmustbelocatedin the subteerootedat I, ; = F(s, M).
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LOCATE_HOST (S} o0t, M)

1

O© 0O ~NO O hWN

[EnY
o

11
12

Location < NIL

Region_Root < NIL

Region_Edge_List < NIL

if LOCATE_HOST_HELPER(S;o0t, M) # NIL then

OUTPUT ("Host M is connectedo switch
Location.switch onport Location.port”)

else

OUTPUT ("Host M is locatedin theregion rootedat switch
Region_Root.switch port Region_Root.port”)

for each (s,p) in Region_Edge_List do
OUTPUT( "The regionis boundeddy switch s portp” )

LOCATE_HOST _HELPER(S,y:, M)
1 P+« F(Seur, M)

2 switch
3 case IS NOT TRUNK (Scyr, P) :
4 Location.switch < Seyr
5 Location.port < P
6 return TRUE
7 case IS TRUNK(P) andlS.FORWARD_EDGE(S.y, P) :
8 Region_Edge_List < NIL
9 Region_Root.switch < Scyy
10 Region_Root.port <+ P
11 for each S,,..: in descendantf S, onP do
12 if LOCATE_HOST_HELPER(S)ezt, M) then
13 return TRUE
14 return TRUE
15 case IS TRUNK(P) andlS. BACKEDGE(S,,,, P) :
16 APPEND(Region_Edge_List, (Scur, P))
17 case P = NIL :
18 for each S,,.;: in descendantf S,,, do
19 if LOCATE_HOST_HELPER(S)ezt, M) then
20 return TRUE
21 return FALSE

Figure4: PseuddCodefor Locatinga Host

Property 4.2 If switch D, hasa valid forwarding entry F'(s, M) on a badk edg of the spanningtree

(i.e., anedge toward theroot), the hostcannotbe below D, in thespanningree

A treesearchsuchasthe onein Figure4, canbe usedto find the exact location of the host (i.e.,
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its directly connectedswitch port(s))or the region wherethe hostcould potentiallybe located. In this

traversal theforwardingport F'(s, M) for eachswitchcanbein oneof four cases:

1. If F(s, M) is not-trunkport,thehostmustbedirectly connectedo theport (by Lemma4.1). Since

thehosthasbeenlocated thealgorithmreturnstrueto indicatethatsearchs successful.

2. If F(s, M) is aportonaforwardlink (oneaway from the root), the hostmustbe locatedsome-
wherein the branchof the spanningreeunderl,; = F(s, M) (by Property4.1). Thealgorithm
marksthis port asthe root of the region wherethe hostmay be located. It needsto recursvely
checkeachof thesebranchesThen,thealgorithmreturnstrueto indicatethatthe searchs com-

plete,sincethe hostmustbelocatedbelov D;.

3. If F(s, M) is abackedge(i.e., alink toward the root), the hostcannotbe locatedbelow I; ; (by
Property4.2). Hence [, ; is theedgeof theregionwherethehostmaybelocated unlessaforward

edgeis foundlater.

4. If F(s, M) = (), thesearctcontinuedo eachdescendartdf D; asif they wheredirectly connected

to D,’sparent.

Figure5 shavs examplesof eachof the four casesn the tree searchalgorithm. The arronvs shov
links towardtheroot of thetree. Hosts,labeledasH1-H6, aredravn thoughthey would not have been
locatedbeforerunningthe algorithm. The two hubsdo not participatein the spanningreealgorithm
andare shavn simply to explain the underlyingnetwork configuration. Relevant forwarding entries
for the switchesare shawn to the right of the figure. An exampleof Casel is physicaladdressl,
at Switchs. BecauseF (Switchy, M,) = Port2, which is not a switch trunk, M, mustbe located
where H1 is shavn; the searchis complete. Examplesof Case2 are M,, M., and M, on Switch 4.
Eachof theseaddresseblasa forwarding entry on Port3, a switch trunk away from theroot. Thus,

the hostsusingthesephysicaladdressemustbe locatedbelov Port3, andonly thoseswitchesshould
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betraversed.An exampleof Case3 is M, at Switchc. BecauseF'(Switchc, M.) = Portl is atrunk
towardtheroot,thehostmustbelocatedabove Portl on Switchc. Thesearchwould not needto check
ary switchbelow Switch¢ if ary existed.An exampleof Cased is M, at Switchg. SinceSwitchg has
no forwardingentryfor M., the searchmustcheckall of Switchp descendant®amelySwitche and
Switchp). If adescendarftada forwardedgeto the M. (e.g.,if Switchp hasanentryfor Case2), no
furtherdescendantsould to have besearched.

Hereis how the algorithmwould work for physicaladdress\/, startingfrom Switch 4. At Switch 4,
becaus¢heforwardingport, F'(Switch 4, M) = Port3, is aforwardedgein thespanningree(Case2),
thehostmustbelocatedbelon port Port3. The searchcontinueso Switch 4's descendantsn Port3,
namelySwitchg. SinceSwitchg hasno forwardingentryfor M, (i.e., F(Switchg, M¢c) = 0), all of
Switchg's descendantsiustbe searchedCased). Let Switchp bethefirst descendanBecausét has
no forwardingentryfor M., the searchwould continuewith eachof Switchp’s descendantdyut, since
Switchp is aleafnode thesearctreturnsto Switchg. Thenext descendarftom Switchp is Switchc,
which hasa forwardingentry for M, (namely F(Switchc, Mc) = Portl) on a backedge(Case3).
Thus,the hostmustbe locatedabore Portl. The searchithenreturnsto Switchg, which hasno more
descendantsThe searchthenreturnsto Switch 4, whereit completesbecauseSwitch 4 is in Case2.
Theresultingareawherethe device may be locatedis indicatedwith the dashedine, which includes
H2 — H5.

The forwardingtablescanalsobe usedto help validatethe resultsfrom the first approach.In fact,
the entiresetof forwardingentriesfor eachphysicaladdressanbetestedagainsthe assumedesults.
Every entry (exceptthoseon portsdirectly connectedo the host)shouldbe in the spanningreeand
shouldpointtowardthe switch(es)irectly connectedo the hostor theregion.

The algorithminputsthe physicaladdresf a host,but the usergenerallywill only have the host’s
IP addressTheroutersip.ipNetbMediatablecanbe usedto find the IP addresdor the givenphysical

addresslf thehostis arouter the pathshouldincludethe portit usesto connecto the switchnetwork,
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' H4 |/
I . ]
|4 swich D 2|/ |4 suitch C 2
3 ,-"' 3 .
| \ ; i ForwardingTables
. Switch  Address Port
Switch A M_a 2
H5 H6 SwitchA  M_b 3
S~ SwitchA M. 3
SwitchA Md 3
SwitchB MWD 1
SwitchB Md 3
Switch C M_c 1

Root

1
4 Switch_A 2

H1

A

T
cC
vy

A

A

H3

H2)

Figure5: ExampleNetwork Demonstratindg-our Casesn Algorithm

whichis determinedrom theip.ipAddrTabletable. After learningthe portto the switchnetwork onthe

router the physicaladdresganalsobefoundin its interfaceifTabletable.
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4.4 VLAN Support

In networkswith VLANs we would lik e to find the spanningreefor a particularVLAN. Suchdevices
generallyhave aproprietary(vendorspecific)MIB thatis avariationof thedot1Stp®rtTablebutinclud-
ingaVLAN field. Theprocessanberepeatedisingonly thoselinesin thevendorspecificstpPortTable
whoseVLAN field givenVLAN ID. For example Avayalnc.s Cajunswitchesusethe promBridgePort-
Table table, which includesa VLAN identifier that can be mappedto the VLAN numberusingthe
promVlan®&bletable.

Without VLANS, alink will only appeaiin oneswitch’s StpPrtTable in particular the switch that
is fartherfrom the bridgeroot. With VLANSs, the bridgeroot may changefrom oneVLAN to another
Thus,thelink could appeatin both switches’StpPrtTable tables. We assuméahatwhenVLANs are
used,all switchessharethe sameVLAN domain(i.e., thereare no partitionsin the switcheddomain

with separatelyadministeredisolatedVLANS).

5 Conclusion

Thispaperdescribesanapproactor findingthelayer2 topologyof anetwork usingSNMPqueriego its
network devices. Theanalysidirst useshe spanningreetablesto find thelinks betweerswitches.The
spanningreetablesavailablethroughSNMP do not give thetopologydirectly, but needto be processed
to find theappropriatdinks andports.Next, theanalysisexamineghelocationof endpointge.g.,hosts)
relative to the switchesby examiningthe forwardingtablesfor eachof the switches.

This paperdoesnot provide experimentalresultsfor variousreasons.The correctnessf theresults
currentlycanonly be verified by checkingthe physicalwiring betweendevices. Only a prototypefor
theimplementatiorexists; a robustversionof theimplementations beingdeveloped.The performance
is expectedo vary with thesizeof the network. Noting theseconcernsafew preliminaryresultscanbe

given. Thealgorithmsweretestedon partof anenterprisenetwork with over 200 routersandswitches.
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The link topology algorithm (generatinga topology per VLAN) took about33 secondgo run. The
endpointanalysisranon two of thelarger switchednetworksusingall the physicaladdressesachedn
the routersconnectedo the switchednetworks (consistingof 400 and214 hosts). The programtook
about30 secondgo run on onenetwork and105 secondon the other Thesetimesdo notincludethe
timeto collectthe SNMP datafrom the network.

Oneareaof futurework is comparingthis approactwith the relatedapproachesFor example,this
approachthe patternmatchingapproachn [10], andthe forwardingtablebasedapproachn [11, 12]

all attemptto build alayer2 topology
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