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Abstract

Layer-2 network topologydiscovery hasbecomecritical for areasof multimedianetwork man-

agement.For example,thetopologycanbeusedto helplocateareasof congestionor to find thepath

betweena pair of hosts(e.g.,a pair experiencingpoorVoIP performance).Little work is available

for automaticallyfinding thelayer-2 topologyof suchnetworks. Thispaperpresentsanapproachto

find thetopologybasedon tablesfor thespanningtreealgorithmavailablethroughSNMP. Theap-

proachis beingusedaspartof AvayaInc.’sExamiNetTM , a tool for assessingIP telephony readiness

in customernetworks,andhasbeenrunonanexampleenterprisenetwork.

1 Introduction

Knowledgeof network topologyincluding the pathbetweenendpoints,canplay an importantrole in

analyzing,engineering,andvisualizingnetwork performance.For example,ExamiNetTM [1] collects
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performancevariablesfrom routing devices andend-to-endapplicationmeasurementsand needsthe

topologyto identify which performancevariablesapplly to interfaceson thepath.This paperdescribes

analgorithmfor findinglayer-2 pathsusingSNMPto collectinformationaboutswitches’spanningtrees.

Not long ago, the standardnetwork layout useda separateswitchednetwork for eachdepartment

andgeographicallocation(e.g.,a floor andwing of a building) andseveral layer-3 routersbetweenthe

switchednetworks. Therecentpopularityof VLANs (virtual LANS) hasresultedin an increasein the

sizeof fastswitchednetworksanda decreasein the importanceof routers.Today, it is commonto use

a singleswitchednetwork for anentirebuilding or campuswith a singleedge-routerfor eachswitched

network. Thisshift underscorestheimportanceof thelayer-2 topologyin enterprisenetworks.

A solution to discovering the topology at layer-2 involves the spanningtree algorithm. Ethernet

networksmayfail if thereis a loop in theswitchingdevices. Loopsmaybeusefulfor fault tolerance,

however, by providing redundantpaths.To allow loopsin thenetwork, theswitchesrunaspanningtree

algorithmbetweenoneanotherto identify any loopsandblock links to createa logic treeconnectingthe

switches.Themostcommonalgorithmusedis theIEEE802.1DSpanningTreeAlgorithm Protocol[2].

Somevendorsuseavariationof thisalgorithmto supportusingseparatespanningtreesfor eachVLAN

(e.g.,AvayaInc.’sCajunswitches).

SimpleNetwork ManagementProtocol(SNMP) [3] is a commonlyusedstandardprotocolfor col-

lectingnetwork managementinformation. SNMPworksby runninganSNMPagenton eachnetwork

device(nearlyall new network devicesaredeliveredwith anSNMPagent).A MIB (ManagementInfor-

mationBase)[4] specifiesa setof well-known objectsthattheclient andagentupon.A client program

sendsSNMPqueriesto theagentto requesta setof objects,andtheagentreplieswith thevaluesof the

objects.SNMPcanbeusedto learninformationaboutthespanningtreesfrom switches.

Topology is definedassetof devicesandthe connectionsbetweenthemalongwith the setof paths

betweenendpoints.Thelayoutof thenetwork canberepresentedasa graph
���������
	��

where
�

is a

setof devicesand
	

is a setof links. Let ���� � denotethe � th interfaceof device
� � in

�
. Eachlink in
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is definedasapairof interfacesthatareconnectedby adirectcommunicationlink. A path is definedas

thesequenceof interfaceson devices(in andout) usedto senddatafrom host � to � . Thepathcanbe

denotedin threeways,(a) a list of theinterfaces,(b) a list of tupleswhereeachdevice in thepathhasa

tuple,(device, ingressinterface,egressinterface),or (c) a list of links whereeachlink is representedby

theinterfacepair ( ���� � � ���� � ) where���� � is theegressinterface,and ���� � is theingressinterface.

Figure1 illustratesasmallnetwork consistingof threeswitches( ��� , ��� , and �� ) andtwo hosts( � and

� ). Theswitchinterfacesthatthepacketstraversearealsomarkedon thefigure.For thenetwork,
�!�

" ��� � ��� � �� � � � �$# ,  � " �%&� ' � (�)�*� � (�)� � � ��+�*� ��,�,-, # , and
	.� " � �%&� ' � (�)�*� ���(� /�)� � � ��+�*� �0�(� ��+� � � � +�*� ���(� � +� � � �1�� ' � # .

Thepathfrom � to � is �%2� ' , (�)�*� , /�)� � , ��+�*� , ��+� � , � +�*� , � +� � , and 31�� ' .
1S 2S 3S

I1,2I1,1 I2,2 I3,2I3,1I2,1IA,0

A B

IB,0

Figure1: ExamplePath

It oftenmakessenseto look at the topologyor pathat a particularnetwork layer. For example,the

layer-2 topology is the topologywhosesetof links arerestrictedto layer-2 links. The layer-2 path is

thepathcontainingonly layer-2 devicesbetweenhoststhataredirectly connectedat layer3 (i.e., there

is no layer-3 device in thepathbetweenthehosts).The layer-3 path is thepathcontainingonly layer-3

devices(e.g.,hostsandrouters)andonly layer-3 links (i.e.,adirectcommunicationlink atlayer-3,which

mayinvolve a numberof switches).And, the layer-3 topology is the topologywhoselinks arelayer-3

links (e.g.,anumberof layer-2 switchesmaybeinvolved,but thenetwork addressdoesnot change).

This paperdescribesrelatedwork in Section2. Next, it providesbackgroundinformationon the

spanningtreealgorithmin Section3. Next, it presentsthe topologydiscovery algorithmin Section4.

Then,it concludeswith asummaryin Section5.
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2 Related Work

Several approachesto finding layer-3 topologieshave beenproposed(e.g., [5, 6, 7, 8, 9]). Despite

the importanceof the layer-2 topology, little literatureis available. One relatedapproach[10] uses

patternmatchingoninterfacecountersavailablethroughSNMP. Anotherapproachto generatethelayer-

2 topologybetweenswitcheswaspresentedin [11] andimproveduponin [12]. This approachoperates

by processingthe forwarding tablesobtainedfrom eachswitch via SNMP. Both approachesstart by

collectingthe forwardingtablesfrom eachswitch in thenetwork. The forwardingtablecachesentries

for eachphysicaladdressthat associatethe addresswith the port toward the hostusing the physical

address.Whena packet arrivesat theswitch,it looksup thedestinationaddressin theforwardingtable

to find theport it shoulduseto forwardthepacket.

Theoriginal approach[11] assumesthatall physicaladdressesarecachedin every switch(this con-

dition canbeforcedby sendingping messagesbetweeneachpair of hosts).They define �4�5� asthe � th
interfaceof the 6 th switchand �7�5� asthesetof physicaladdressin the forwardingtablefor �4�5� . They

provethattwo portsontwo switches( �4�5� and ���
� ) areconnectedif andonly if theunionof �7�5� and �8�
� is
thesetof all physicaladdressesusedandtheir �7�*�:9;�7�
� �=<

. Thetopologyis generatedby applyingthis

testto eachpair of switchports. Theassumptionthatevery addressmustbecachedcanbesomewhat

relaxedby requiring�>�5�@?8�8�
� to coveragivenfractionof thephysicaladdressesratherthanall addresses

in thenetwork.

The secondapproach[12] usesa slightly different test to relax the assumptionthat every address

is cached.They definethe forwarding entriesfor a switch, A �� , to be the sameas �>�5� above, andthe

throughsetto bethe B �� � ?CA ��ED5FHG� � . They definea simpleconnectionasa pair of switchportsthat

connectstwo switches,possiblewith anotherswitchbetweenthem. They prove that two portsform a

simpleconnectionif andonly if B>IJ 9$BLKM �N<
. After building thesetof simpleconnectionsasetof rules

areappliedto handlecasessuchasasimpleconnectionappearingbecauseneitherswitchhasanaddress
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in common. Then,the topologyis determinedexaminingthe setof simpleconnectionsfrom a single

switchportandchoosingtheonethatcanbea directconnectionwithout introducingany conflict to the

forwardingtable.

Someswitchvendors(e.g.,[13]) haveproducedcommercialtoolsthatuseproprietaryMIB extensions

to generatethe layer-2 topologyin a network of consistingonly of their products.A few commercial

tools(e.g.,[14, 15]) haverecentlyaddedclaimsto supportprovidelayer-2 topologydiscoveryin hetero-

geneousnetworks.Sincethey useproprietarytechniques,theapproachescannotbediscussedhere.

3 Spanning Tree Algorithm

This sectionprovidesa brief descriptionof how switchedbridgesoperate,what the spanningtreeal-

gorithmis, andhow it works. Ethernetbridgesareusedto forwardpacketsbetweennetwork interface

cards(NICs)on thesamesubnet.Whenaswitchedbridge(asopposedto hubswhichbroadcastpackets

on eachport) receivesa packet, it looks up the destinationphysicaladdressin its forwarding table to

find theport to which it needsto forwardthepacket.

The techniqueswitchesuseto build the forwarding tableworks as follows. Initially, the bridge’s

forwardingtableis empty. Whenthebridgereceivesa packet on a port from a new host,it updatesits

forwardingtableby addinganentrywith thehost’s physicaladdressandtheport. Thebridgecanonly

forwardunicastmessagesto theaddressesin theforwardingtable;but it cansendbroadcastpacketsto all

ports.In a typical IP network, beforesendinga unicastmessage,eachhostbroadcastsanARP (address

resolutionprotocol)messageto the subnetto find the physicaladdressfor a given IP address.When

thehostwith thegivenIP addressrespondswith a unicastARP reply to theoriginal host,theswitches

betweenthetwo hostslearnthelocationof eachof thehosts.

This approachworks well whenthe bridgesareconnectedin a tree(i.e., the topologyis loop-free).

Shouldtheswitchtopologycontaina loop, it is possiblefor a packet to beforwardedthroughtheloop
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indefinitely. In practice,it is commonto have loopsin thephysicalswitch topology. Onereasonfor a

loopis to providefault-tolerance–iftherearemultiplepathsin thenetwork, it maybepossibleto tolerate

a failure to a singleswitch. With VLANs, redundantpathsallow load sharingon a per-VLAN basis.

Thatis, if anetwork hasloops,with multiplespanningtrees,thelinks wouldonly blockfor some,rather

thanall VLANs.

To detectloopsin the topology, bridgesrun a spanningtreealgorithm. In graphtheory, a spanning

treeis a treeconnectingall thenodesin thegraph.In networking terms,thenodesareswitchesandthe

edgesarelinks. The links in thespanningtreemay forwardpackets,but the links not in thespanning

treearein ablockingstateandmaynot forwardpackets(unicastor broadcast).

The most commonalgorithmusedis the IEEE 802.1DSpanningTreeAlgorithm Protocol[2]. It

definestheseterms:

O Bridge ID, is an8-octetidentifierconsistingof a 2-octetpriority followedby the lowest6-octet

physicaladdressassignedto thebridge.

O DesignatedRoot,is theBridgeID of therootbridgeseenon theport.

O DesignatedBridge,is theBridgeID of thebridgeconnectedto aport (or its own BridgeID).

O DesignatedPort,is thePortID of a porton theDesignatedBridge.

O PathCost,thecostassignedto a link.

O RootPathCost,thesumof thePathCostsalongthepathto therootbridge.

Eachbridgerecordsthevaluesfor BridgeID, DesignatedRoot,DesignatedBridge,DesignatedPort,

PathCost,andRootPathCostfor eachport in theSpanningTreePortTable.Thevaluesareupdatedby

exchangingmessageswith its neighbors.Themessagesallow eachbridgeto find (a) therootbridge,and

(b) theshortestpath(i.e., thelowestcostpath)to theroot. Themessagesincludethebridge’sBridgeID
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andport ID, andtheDesignatedRootandRootPathCostvaluesit haslearnedthusfar to eachneighbor.

Uponreceiving amessage,thebridgelearns(a)of anew BridgeRootif theneighbor’sBridgeRoothas

alowerBridgeID thanthecurrentBridgeRoot,or (b) of abetterpathto theBridgeRootif thenew Root

PathCostis theshortestamongthebridge’s ports. Whenthebridgeupdatesits DesignatedRoot ID or

shortestpathto root, it sendsanothermessageto its neighbors.Theprotocolconvergeswhenall bridges

have the sameBridge Root andthe spanningtreeincludesthe shortestpathsfrom eachbridgeto the

BridgeRoot.

Figure2 givesanexamplenetwork with loopsin thephysicaltopology. Theresultsof thespanning

treealgorithmfor thisnetwork aregivenin Table1. Thetwo links shown with dashedlinesareblocking.

ConsiderBridge 3 in theexample.TheDesignatedRootis theBridgeID of Bridge 1 for all ports.

Port 1 on Bridge 3 is in the spanningtree and connectsto the Bridge 1 (which is Bridge Root),

becausethe DesignatedBridge is equalto Bridge 1’s Bridge ID. DesignatedPort 8 on Bridge 1 cor-

respondsto Port 1 on Bridge 1 becausethat port hasa DesignatedPort equalto 8 (the first entry in

Table1). Port 2 is blocking becauseit hasa highercost thanthe Port 1. Its DesignatedBridge and

Portthatof Bridge 2, port 4. TheDesignatedBridgeandPortfor Port 3 andPort 4 areBridge 3’s own

BridgeID andPortID becausethelink goesaway from theroot. Port 3 connectsto Bridge 4, port 2, a

child in thespanningtree. Becausethelink is away from theroot, this canonly beseenby examining

Bridge 4’s entries(namely, theentryfor port 2). Port 4 mayconnectto a host,but doesnot connectto

any otherbridgein thespanningtree.

TheIEEE 802.1DSpanningTreeAlgorithm lackssupportfor VLANs. To supportVLANs, vendors

have introducedvariationsof the algorithm to include a VLAN tag. To have load-balancingacross

VLANs, it is commonto have differentspanningtreesperVLAN. This requiresusinga differentroot

electionprocedure.Mostvariationson the802.1Dalgorithmareproprietaryandnon-interoperable.

Thedot1dStpPortTable in theBridge-MIB givesthe resultsfrom theSpanningTreeAlgorithm. Ta-

ble 2 givesexcerptsfrom port tablesfrom six switches.TheBridgeID (i.e., the last6 octetsfrom the
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RootPathCost=0

BridgeID=
  80:00:00:00:00:10:10:10

Port 00:09 Port 00:08

BridgeID=
  80:00:00:00:00:40:40:40
RootPathCost=20

port 00:03 port 00:04

port 00:01 port 00:02

BridgeID=
  80:00:00:00:00:30:30:30
RootPathCost=10

port 00:01port 00:02

port 00:04port 00:03

BridgeID=
  80:00:00:00:00:20:20:20
RootPathCost=10

cost=10

cost=10 cost=10

Blocking
cost=10

cost=10

Blocking

port 00:04port 00:01

port 00:03 port 00:02

Figure2: ExampleNetwork with LoopsPhysicalTopology

dot1dBaseBridgeAddressvariable)for eachswitchis includedin thesectionheaders.Thefirst column,

StpPort,identifiestheentry’s port (thedot1dBasePortTablecanbeusedto maptheport to its interface

index, ifIndex). Thenext column,State,indicatesif theport is: forwarding(partof thespanningtree),

blocking (removed from the spanningtreeto prevent a loop), disabled(the port is not in useor does

not participatein the algorithm),building (a transientstatewhile the algorithmis running),etc. The

third column,DesignatedRoot,is the Bridge ID of the root of the spanningtree. The fourth column,

DesignatedBridgeis eithertheswitchesown BridgeID or thatof anotherswitchdirectly connectto the
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Table1: SpanningTreeResultsfrom ExampleNetwork

StpPort State Des.Root Des.Bridge Des.Port PathCost RootCost
Bridge1 ID=80:00:00:00:00:10:10:10

1 forwarding ...:10:10 ...:10:10 8 10 0
2 forwarding ...:10:10 ...:10:10 9 10 0

Bridge2 ID=80:00:00:00:00:20:20:20
1 forwarding ...:10:10 ...:10:10 8 10 10
2 blocking ...:10:10 ...:20:20 2 20 10
3 disabled ...:10:10 ...:20:20 3 10 10
4 blocking ...:10:10 ...:20:20 4 10 10

Bridge3 ID=80:00:00:00:00:30:30:30
1 forwarding ...:10:10 ...:10:10 8 10 10
2 blocking ...:10:10 ...:20:20 4 10 20
3 forwarding ...:10:10 ...:30:30 3 10 10
4 forwarding ...:10:10 ...:30:30 4 10 10

Bridge4 ID=80:00:00:00:00:40:40:40
1 blocking ...:10:10 ...:20:20 2 20 30
2 forwarding ...:10:10 ...:30:30 3 10 20
3 disabled ...:10:10 ...:40:40 3 10 20
4 disabled ...:10:10 ...:40:40 4 10 20

entry’s port. The last column,DesignatedPortis the port ID of the DesignedBridgeconnectedto the

switch(thatis, eithertheport ID of theentry’sporton thesameswitchor theport ID onanotherswitch

connectedto theentry’sport). Severalcolumnsin theMIB table,suchasPathCostandDesignatedCost,

arenot includedin examplebecausethey arenot usedin thispaper.

4 Topology Discovery Algorithm

This sectiondescribesthe algorithmfor determiningthe layer-2 topologyfrom informationavailable

throughSNMP. Theprimarygoalis to find thepathbetweentwo IP hostsincludingeachSNMP-enabled

device andinterfacein theorderthepacket takes. Thus,hubsor switcheswhereSNMPis unavailable

may be excludedfrom the topology. We initially restrictourselves to commonMIB objectsthough

we expect to supportsomevendor-specificimplementations.The algorithmwill determinethe exact

topologyfor all SNMP-enabledswitchesthatusestandardMIB tablesfor thebridgeinformation. The
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Table2: Sampledot1dStpPortTableTables

Port State DesignatedRoot DesignatedBridge DesignatedPort

00:00:02:66:5E:80switch 207
8 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:66:5E:80 08:80
31 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:66:5E:80 1F:80
32 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:66:5E:80 20:80
73 forwarding 00:80:00:00:01:00:01:80 00:80:00:00:01:00:01:80 39:80

00:00:02:6A:E4:80switch 208
10 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:6A:E4:80 0A:80
55 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:6A:E4:80 37:80
56 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:6A:E4:80 38:80
73 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:23:DF:80 39:80

00:00:02:66:47:80switch 209
1 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:66:47:80 01:80
47 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:66:47:80 2F:80
48 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:66:47:80 30:80
73 forwarding 00:80:00:00:01:00:01:80 00:80:00:00:01:00:01:80 31:80

00:00:02:4A:58:80switch 26
8 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:4A:58:80 08:80
10 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:4A:58:80 0A:80
65 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:4A:58:80 41:80
73 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:23:DF:80 31:80

00:00:02:23:DF:80switch 28
5 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:23:DF:80 05:80
49 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:23:DF:80 31:80
57 forwarding 00:80:00:00:01:00:01:80 00:00:00:00:02:23:DF:80 39:80
91 forwarding 00:80:00:00:01:00:01:80 00:80:00:00:01:00:01:80 5B:01

00:00:01:00:01:80switch 29
3 forwarding 00:80:00:00:01:00:01:80 00:80:00:00:01:00:01:80 03:80
49 forwarding 00:80:00:00:01:00:01:80 00:80:00:00:01:00:01:80 31:80
57 forwarding 00:80:00:00:01:00:01:80 00:80:00:00:01:00:01:80 39:80
91 forwarding 00:80:00:00:01:00:01:80 00:80:00:00:01:00:01:80 5B:01

algorithmmakesa few assumptions:

1. thenetwork is in avalid configuration(e.g.,thereareno loopsin theactive topology),

2. all MIB tablesfrom theswitchesareup-to-date(e.g.,no topologychangesoccurwhile thealgo-

rithm is running,andtherearenostaleforwardingentries),and

3. switchesusetheSpanningTreeAlgorithm.
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Thealgorithmhasthreephases,datacollection,direct link analysis,andendpointanalysis.Thedata

collectionphaseincludes(1) identifyingall switchesandrouters,(2) collectingMIB tablespertainingto

thespanningtreefrom theswitches,and(3) collectingMIB tablesfrom therouteraddresstranslation.

In thedirect link analysis,thespanningtreeis reconstructedfrom thecollectedtables.In theendpoint

analysis,the switch directly connectedto eachhostis discovered. To supportVLANs, the direct link

analysisandendpointanalysisphasesmustberepeatedfor eachVLAN.

Becausetheswitchesarein atree,it is easyto find theinterfacesin thepathbetweenany two switches

by traversingthetreebetweentheswitches.Theendpointanalysisprovidestheswitchandits interface

thatconnectsto eachendpoint.Thus,it is easyto constructthepathasthe interfaceconnectedto the

sourceendpoint,followedby thoseinterfacesin thepathbetweentwo switches,followedby theinterface

connectedto thedestinationendpoint.

4.1 Data Collection Phase

Identify switches and routers: The first stepis to identify the switchesandroutersin the network.

This stepis handledby theExamiNetTMdiscoverymodule[1]. Themodulescansa network by sending

SNMP probemessagesto every IP in a given rangeand collecting the responsesfrom the network.

Next, themoduleusesaheuristicto classifyeachdevice thatrespondedto theprobeasa router, switch,

host,etc. basedon the systemOID or variousMIB variables(e.g.,system.sysServices, ip.ipForwards,

dot1d.bridgeType). It alsochecksthateachresponseis avalid IP address(i.e.,notabroadcastor network

address)andfiltersoutresponseswhereasingledevicerespondedtomultipleIPaddresses.In thecurrent

implementation,theresultsarestoredin adatabase.

Collect MIB tables from switches: TheBridge-MIB [16] containsseveralobjectsdescribingtheresults

of theSpanningTreeAlgorithm. Table3 lists theMIB objectscollectedfrom eachswitch.Thecontents

of eachtableis describedbelow.

Collect MIB tables from the router: Routerscachethemappingfrom physicaladdressto IP addressin
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Table3: MIB Objectsfor Bridges

MIB Object Description
dot1dBridge.dot1dBase.dot1dBaseBridgeAddress BridgeID
dot1dBridge.dot1dBase.dot1dStpPortTable resultsfrom SpanningTreeAlgorithm
dot1dBridge.dot1dBase.dot1dBasePortTable mappingfrom BridgePortto ifIndex
dot1dBridge.dot1dTp.dot1dTpFdbTable forwardingtable
interfaces.ifTable MIB-II interface table (per interfacedescription

andstatistics)

the ip.ipNetToMediaMIB table.To senda packet to anendpoint,therouterneedsto learnthismapping

(e.g.,which it doesthroughthe ARP protocol in a traditionalIP network). The mappingis storedin

this table,andentriesareflushedaftera periodof severalminutesif no packetsaresentto thedevice.

Becausethe contentof the table is temporal,the tablemay needto be readperiodically to learnall

mappingfor every endpoint. Alternatively, packetscould be sentto eachIP addressin the subnetto

populatetheARPtableshortlybeforecollectingtheMIB table.

4.2 Direct Link Analysis

The purposeof the direct link analysisis to reconstructthe spanningtreeby finding all direct links

betweenswitches.The procedureexaminesMIB tablesfor eachswitch to identify the links between

switchesandtheportsto eachlink.

For eachentryin a switch’sdot1dStpPortTablefor which theDesignatedBridgeis differentfrom the

switch’sown BridgeID thereis adirectlink betweentheswitchandtheoneidentifiedby theDesignated

Bridge.If thelink statefor theentryis forwarding, thelink is in thespanningtree.Theentrycontainsthe

port numberfor theoriginal switchandidentifiestheport on theneighboringswitchastheDesignated

Port.Thus,eachsuchentrycompletelydescribesthelink betweenthetwo devices.

The direct link analysisalgorithm is basedon this principle. The algorithm scanseachswitch’s

dot1dStpPortTable for entrieswherethe DesignatedBridge is different thanthe switch’s own Bridge

ID andthe link is in the forwardingstate(asopposedto the blocking state). Of the two switcheson
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the link, theswitchthatproducedsuchanentry is theonefurther from thebridgeroot in thespanning

tree.TheStpPort field givestheegressport (theswitch’sport tableconvertstheport to an ifIndex). The

DesignatedBridgefield identifiestheneighboringdevice, thoughtheDesignatedBridgeID needsto be

convertedto an IP addressfor our analysis. And, the DesignatedPort field identifiesthe port on the

neighboringdevice,thoughswitchportneedsto beconvertedto an ifIndex.

TheIP addressof theneighboringswitchcanbedeterminedfrom theBridgeID. If theBridgeAddress

(theBridgeID with thetwo-octetpriority removed)matchesany switch’sbridgeaddresstable

dot1dBridge.dot1dBase.dot1dBaseBridgeAddressMIB object, the switch that suppliedthe variableis

the neighbor. If the neighboringswitch doesnot usethe bridgeaddressMIB object,oneapproachis

to find the Bridge Addressin a switch’s interfacetable. Another approachis to scanthe switches’

forwardingtablesfor anentrythatmatchestheBridgeAddressandwhosedot1dTpFdbStatuscolumnis

self (meaningthat the addressbelongsto the switch itself). Anotherapproachis to checkthe router’s

ip.ipNetToMediatableto translatetheBridgeAddressto anIP address.In practice,at leastoneof these

approacheswill besuccessfulif theswitchis SNMP-enabled.For theresultsin thispapertheapproaches

wereattemptedin theorderthey arepresented.

Thoughmostper-interfaceMIB objectsusetheifIndex objectto identify aninterface,theBridgeMIB

usesthebridgeport ID (theID usedin the layer-2 messages).Convertingthebridgeport to an ifIndex

shouldrequireonly alookupinto theneighboringswitch’sdot1dBridge.dot1dBase.dot1dBasePortTable.

Thedifficulty is thatthistableusesanintegerrepresentationfor eachnumberwhile thedot1dStpPortTable

usesanASN.1[17] ‘OCTET STRING’ datatype(which is apairof 8 bit characters).In somevendor’s

implementationsthe conversionfrom the octetstring to integer is morecomplicatedthantreatingthe

stringasa 16 bit integer. For example,onevendorsetsthehighestbit in octetstring. Anothervendor

reversesthebyteover aftersettingthehighestbit. For example,a bridgeID of 10 couldberepresented

as00:0a, 80:0a, or 0a:80 dependingon thevendor. Table2 usesthethird format. A morereliable

approachis to build abridgeport to ifIndex conversiontablefrom thedot1dStpPortTable. For eachentry
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in thedot1dStpPortTablewheretheDesignatedBridgeis thesameasthedevice’sBridgeID, theDesig-

natedPortis theoctetstringrepresentationof theportandthedot1dStpPort (thefirst columnin Table2)

is the integer representationof thebridgeport that is thesameastheoneusedin dot1dBasePortTable

table.

Figure3 showsthetopologyfor theexampledot1dStpPortTableobjectsfrom Table2. Eachlink in the

spanningtreeis markedwith anarrow pointingtowardtherootof thespanningtree(switch 29). Thelast

entryfor eachof thefirst fiveswitcheshasadifferentDesignatedBridgefrom it switch’sbridgeaddress.

Thealgorithmidentifiestheseentriesasrepresentinga link in thespanningtree.Thesixthswitchhasno

suchentriesbecauseit is therootof thetree.

00:00:02:23:DF:80
Switch_28

00:00:02:6A:E4:80
Switch_208

00:00:02:4A:58:80
Switch_26Switch_209

00:00:02:66:47:80

00:00:01:00:01:80
Switch_29

Switch_207
00:00:02:66:5E:80

port 3

port 57 port 91

port 49

port 65

port 10

port 73

port 49port 91

port 57 port 5

port 73port 48

port 8port 47port 1

port 73

port 55port 56

port 10

port 32

port 8 port 73

port 31

Figure3: ExampleSwitchTopology
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The first switch, switch 207 hasan entry for a trunk link on port 73. The neighboringswitch is

switch 29 becausetheswitch 29’s bridgeaddress(00:00:01:00:01:80)matchesthe entry’s Designated

Bridgefield. Theport on switch 29 is 57 becausethe entry’s DesignatedPort field (39:80) matches

thatof switch 29’sentryfor port57. Similarly, port73onswitch 208connectsto port54onswitch 28.

Port 73 on switch 209 connectsto port 49 on switch 29. Port 73 on switch 26 connectsto port 49

on switch 28. And, port 91 on switch 28 connectsto port 91 on switch 29. Note that switch 26 and

switch 209connectto thesameportin thespanningtree;thisis becausethethreeswitchesareconnected

by ahubor a transparentswitchthatdoesnotparticipatein thespanningtreealgorithm.

The dot1dStpPortTable tablemustbe usedto convert the port numberto an ifIndex value. In this

example,thevendorusesthesamevaluefor theportandifIndex.

4.3 Endpoint Analysis

Two devicesaresaidto bedirectlyconnectedwhenthepathbetweenthemdoesnot includeany other

device in thespanningtree.A device,
�QP

, is directly connectedto 3RS� � , the 6 th port on device
� R , when

�TP
and

� R aredirectly connectedandthepathbetweenthemuses3R)� � . A switch trunk is a link between

two directlyconnectedswitches.Theswitchportsto sucha link areconsideredon thetrunk.

A switch’s forwardingtableincludesentrieswith a physicaladdressandtheport numbertheswitch

will useto forwardpacketsto thedevice addressedby thephysicaladdress,U . We define A �WVX� U �
as

theport, 3R)� � , wheretheswitch,
� R , thathasa forwardingentry for U on thatport or

<
wherethereis

no suchentry in
� R ’s forwardingtable. In a valid network configuration,eachnon-emptyA �WVX� U �

is

(a) theswitchtrunk from
� R in thespanningtreeonehopcloserto thehostaddressedby U , (b) a port

directly connectedto thehost,or (c) both. Thethird caseis whenthetrunk andthelink to thehostare

sharedor connectedto aswitchthatdoesnotparticipatein thespanningtreealgorithm.

Lemma4.1 providesa simple,efficient sufficiency test to discover the port directly connectedto a

device. That is, if any switchhasanentryon a non-trunkinterfacefor a physicaladdressusedby the
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host, it mustbe directly connectedto that port. In practicethis sufficiency conditiongenerallyholds

becauseswitch trunksareseldomsharedwith hosts.Whenthis conditiondoesnot hold, anapproach

usingthespanningtreeandtheforwardingtablescanbeused.

Lemma 4.1 If switch
� R hasa forwarding entry for physicaladdress U on port �RS� � that is not on a

switch trunk,thedeviceaddressedby U is directlyconnectedto theswitch.

Proof By thedefinitionof theswitchtrunk,
� R cannotconnectto anotherswitch.Thus,therecanbeno

device in thespanningtreeconnectedthrough 3R)� � . Therefore,by definition,device addressedby U is

directlyconnectedto
� R on 3R)� � .

Notethattheinverseof Lemma4.1is notnecessarilytrue.Two switches,
� R and

�QP
, andahost,

�ZY
,

couldall beconnectedvia ahubthatdoesnotparticipatein thespanningtreealgorithm.In thiscase,the

portsoneachswitchto thehub, �RS� � and  P � � , aredirectlyconnectedbecausethepathbetweenthemdoes

not involveany otherswitchin thespanningtree.Since
�ZY

is alsodirectly connectedto �[R and � P , it is

possiblefor ahostto bedirectlyconnectedto aswitchvia aswitchtrunk.

Thefirst endpointanalysisapproachis to applyLemma4.1.Sinceit is only asufficiency test,asecond

approachwill beneededto handlecasesnotcoveredby thefirst. Beforedescribingthesecondapproach,

two importantproperties(Property4.1 andProperty4.2) aboutthe spanningtreeandthe forwarding

tablesshouldbenoted.Theseproperties(alongwith the lemma)canbeusedto definea region where

the hostmay be located. The region is the minimal region that canbe found usingthe spanningtree

andthe forwardingtables. Every switch with forwardingentriesfor U in the region mustbe on the

boundaryof theregion. Thus,therecanbeno switchin the interior of theregion with any information

aboutthelocationof thehostin its forwardingtable.Hence,it is possiblefor thehostto belocatedon

any switchor link within theregion.

Property 4.1 If switch
� R hasa valid forwardingentry A �WVX� U �

ona forward edgeof thespanningtree

(i.e., anedgeawayfromtheroot),thehostmustbelocatedin thesubtreerootedat 3RS� � � A ��V\� U �
.
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LOCATE HOST ]_^a`)bcb PcdSegf
1 hji�k
lnm�o�i�p$q NIL

2 rLsut/ovi�p rwi3i�mxq NIL

3 rLsut/ovi�p y7z{t|s hxo�}�mxq NIL

4 if LOCATE HOST HELPER ]_^ `)bcb P dSe~f��� NIL then
5 OUTPUT ] ”Host

e
is connectedto switch

6 h�i3k
l/mWovi�p���}0��o_mck
� onport hji�k
lnm�o�i�p�� �ai��3m ” f
7
8 else
9 OUTPUT ] ”Host

e
is locatedin theregionrootedat switch

10 rLs
t/ovi�p rwi3i�m���}��Eo_mcku� port rLs
t/o�i�p rwi3i�m�� ��i��3m ” f
11 for each ]�} d � f in rLsut/ovi�p y>z{tXs hxo�}�m do
12 OUTPUT ] ”The region is boundedby switch } port � ”

f
LOCATE HOST HELPER ]_^����0` dSegf

1 ��q��;]_^�����` dSe~f
2 switch
3 case �X^ ����� ��r8���$��]_^�����` d � f��
4 hji�k
lnm�o�i�p���}��EovmWku�Qq�^ ����`
5 hji�k
lnm�o�i�p�� �ai��3mxq��
6 return TRUE
7 case IS TRUNK ]�� f andIS FORWARD EDGE ]_^��_�0` d � f �
8 rLsut/ovi�p y>z{tXs hxo�}�mxq NIL

9 rLsut/ovi�p rwi�i�m+��}0��o_mck
�Tq�^ �_�0`
10 rLsut/ovi�p rwi�i�m+� ��i��3m[q��
11 for each ^a¡3¢ I P in descendantof ^�����` on � do
12 if LOCATE HOST HELPER ]_^a¡3¢ I PWdSe~f

then
13 return TRUE
14 return TRUE
15 case IS TRUNK ]�� f andIS BACKEDGE ]_^:���0` d � f��
16 APPEND ]�rLsut/ovi�p y>z(t|s hxoW}0m d ]_^ ���0` d � f)f
17 case � � NIL

�
18 for each ^a¡3¢ I P in descendantof ^�����` do
19 if LOCATE HOST HELPER ]_^a¡3¢ I PWdSe~f

then
20 return TRUE
21 return FALSE

Figure4: PseudoCodefor LocatingaHost

Property 4.2 If switch
� R hasa valid forwarding entry A ��VX� U �

on a back edge of thespanningtree

(i.e., anedge toward theroot),thehostcannotbebelow
� R in thespanningtree.

A treesearch,suchas the one in Figure4, canbe usedto find the exact locationof the host (i.e.,
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its directly connectedswitchport(s))or the region wherethehostcouldpotentiallybe located.In this

traversal,theforwardingport A ��VX� U �
for eachswitchcanbein oneof four cases:

1. If A �WVX� U �
is not-trunkport,thehostmustbedirectlyconnectedto theport(by Lemma4.1).Since

thehosthasbeenlocated,thealgorithmreturnstrueto indicatethatsearchis successful.

2. If A ��V\� U �
is a port on a forward link (oneaway from theroot), thehostmustbe locatedsome-

wherein thebranchof thespanningtreeunder 3RS� � � A �WVX� U �
(by Property4.1). Thealgorithm

marksthis port asthe root of the region wherethe hostmay be located. It needsto recursively

checkeachof thesebranches.Then,thealgorithmreturnstrueto indicatethatthesearchis com-

plete,sincethehostmustbelocatedbelow
� R .

3. If A ��V\� U �
is a backedge(i.e., a link toward theroot), thehostcannotbe locatedbelow 3RS� � (by

Property4.2).Hence,3R)� � is theedgeof theregionwherethehostmaybelocated,unlessaforward

edgeis foundlater.

4. If A �WVX� U �£�=<
, thesearchcontinuesto eachdescendantof

� R asif they wheredirectlyconnected

to
� R ’sparent.

Figure5 shows examplesof eachof the four casesin the treesearchalgorithm. The arrows show

links towardtheroot of thetree.Hosts,labeledasH1-H6,aredrawn thoughthey would not have been

locatedbeforerunningthe algorithm. The two hubsdo not participatein the spanningtreealgorithm

andareshown simply to explain the underlyingnetwork configuration. Relevant forwardingentries

for the switchesareshown to the right of the figure. An exampleof Case1 is physicaladdressU J
at � ¤86v¥§¦�¨�% . BecauseA � � ¤86v¥§¦�¨�% � U J �©�«ª;¬/ ¥�® , which is not a switch trunk, U J mustbe located

where ¯±° is shown; the searchis complete. Examplesof Case2 are U M , U � , and U³² on � ¤86�¥§¦�¨�% .

Eachof theseaddresseshasa forwardingentry on
ª´¬( ¥§µ , a switch trunk away from the root. Thus,

thehostsusingthesephysicaladdressesmustbelocatedbelow
ª;¬/ ¥§µ , andonly thoseswitchesshould
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betraversed.An exampleof Case3 is U � at � ¤76�¥§¦�¨&¶ . BecauseA � � ¤86�¥§¦�¨:¶ � U � �8�·ª´¬( ¥0° is a trunk

towardtheroot,thehostmustbelocatedabove
ª;¬( ¥0° on � ¤76�¥§¦�¨&¶ . Thesearchwouldnotneedto check

any switchbelow � ¤76�¥§¦�¨&¶ if any existed.An exampleof Case4 is U � at � ¤86v¥§¦�¨:1 . Since� ¤86v¥§¦�¨:1 has

no forwardingentry for U � , thesearchmustcheckall of � ¤86v¥§¦�¨:1 descendants(namely � ¤86v¥§¦�¨:¶ and

� ¤76�¥§¦�¨&¸ ). If a descendanthada forwardedgeto the U � (e.g.,if �C¤76�¥§¦�¨:¸ hasanentryfor Case2), no

furtherdescendantswould to havebesearched.

Hereis how thealgorithmwould work for physicaladdressU � startingfrom � ¤86v¥§¦�¨�% . At � ¤86�¥§¦�¨�% ,

becausetheforwardingport, A � � ¤76�¥§¦�¨:% � U¹¶ �C�Nª´¬( ¥§µ , isaforwardedgein thespanningtree(Case2),

thehostmustbelocatedbelow port
ª;¬/ ¥§µ . Thesearchcontinuesto �C¤76�¥§¦�¨�% ’s descendantson

ª;¬/ ¥§µ ,
namely � ¤86v¥§¦�¨:1 . Since � ¤86v¥§¦�¨:1 hasno forwardingentry for U � (i.e., A � � ¤86v¥§¦�¨:1 � U±¶ �º�·<

), all of

� ¤76�¥§¦�¨&1 ’sdescendantsmustbesearched(Case4). Let �C¤76�¥§¦�¨:¸ bethefirst descendant.Becauseit has

no forwardingentryfor U � , thesearchwould continuewith eachof �C¤76�¥§¦�¨:¸ ’s descendants;but, since

� ¤76�¥§¦�¨&¸ is a leafnode,thesearchreturnsto �C¤76�¥§¦�¨:1 . Thenext descendantfrom � ¤86�¥§¦�¨:1 is � ¤86v¥§¦�¨:¶ ,

which hasa forwardingentry for U � (namely, A � � ¤86v¥§¦�¨:¶ � U±¶ �T��ª´¬( ¥0° ) on a backedge(Case3).

Thus,thehostmustbe locatedabove
ª´¬( ¥0° . Thesearchthenreturnsto � ¤76�¥§¦�¨&1 , which hasno more

descendants.The searchthenreturnsto �C¤76�¥§¦�¨�% , whereit completesbecause� ¤86v¥§¦�¨�% is in Case2.

The resultingareawherethe device may be locatedis indicatedwith the dashedline, which includes

¯»®8¼½¯�¾ .
The forwardingtablescanalsobe usedto help validatethe resultsfrom the first approach.In fact,

theentiresetof forwardingentriesfor eachphysicaladdresscanbetestedagainsttheassumedresults.

Every entry (exceptthoseon portsdirectly connectedto the host)shouldbe in the spanningtreeand

shouldpoint towardtheswitch(es)directlyconnectedto thehostor theregion.

Thealgorithminputsthephysicaladdressof a host,but theusergenerallywill only have thehost’s

IP address.Therouter’s ip.ipNetToMediatablecanbeusedto find theIP addressfor thegivenphysical

address.If thehostis a router, thepathshouldincludetheport it usesto connectto theswitchnetwork,
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HUB

1

2

3

4 Switch_D

1

2

3

4 Switch_C

1

2

3

4 Switch_B

1

2

3

4 Switch_A

H2

H3

H1

H4

H5 H6

Root

ForwardingTables
Switch Address Port

Switch A M a 2
Switch A M b 3
Switch A M c 3
Switch A M d 3
Switch B M b 1
Switch B M d 3
Switch C M c 1

Figure5: ExampleNetwork DemonstratingFourCasesin Algorithm

which is determinedfrom the ip.ipAddrTabletable.After learningtheport to theswitchnetwork on the

router, thephysicaladdresscanalsobefoundin its interface.ifTabletable.
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4.4 VLAN Support

In networkswith VLANs we would like to find thespanningtreefor a particularVLAN. Suchdevices

generallyhaveaproprietary(vendorspecific)MIB thatis avariationof thedot1StpPortTablebut includ-

ing aVLAN field. Theprocesscanberepeatedusingonly thoselinesin thevendorspecificstpPortTable

whoseVLAN field givenVLAN ID. For example,AvayaInc.’sCajunswitchesusethepromBridgePort-

Table table, which includesa VLAN identifier that can be mappedto the VLAN numberusing the

promVlanTabletable.

Without VLANs, a link will only appearin oneswitch’s StpPortTable, in particular, theswitch that

is fartherfrom thebridgeroot. With VLANs, thebridgeroot maychangefrom oneVLAN to another.

Thus,the link could appearin both switches’StpPortTable tables. We assumethat whenVLANs are

used,all switchessharethe sameVLAN domain(i.e., thereareno partitionsin the switcheddomain

with separatelyadministered,isolatedVLANs).

5 Conclusion

Thispaperdescribesanapproachfor findingthelayer-2 topologyof anetworkusingSNMPqueriesto its

network devices.Theanalysisfirst usesthespanningtreetablesto find thelinks betweenswitches.The

spanningtreetablesavailablethroughSNMPdonotgivethetopologydirectly, but needto beprocessed

to find theappropriatelinks andports.Next, theanalysisexaminesthelocationof endpoints(e.g.,hosts)

relative to theswitchesby examiningtheforwardingtablesfor eachof theswitches.

This paperdoesnot provide experimentalresultsfor variousreasons.Thecorrectnessof theresults

currentlycanonly beverifiedby checkingthe physicalwiring betweendevices. Only a prototypefor

theimplementationexists;a robustversionof theimplementationis beingdeveloped.Theperformance

is expectedto varywith thesizeof thenetwork. Notingtheseconcerns,a few preliminaryresultscanbe

given. Thealgorithmsweretestedon partof anenterprisenetwork with over 200routersandswitches.
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The link topologyalgorithm(generatinga topologyper VLAN) took about33 secondsto run. The

endpointanalysisranon two of thelargerswitchednetworksusingall thephysicaladdressescachedin

the routersconnectedto the switchednetworks (consistingof 400 and214 hosts). The programtook

about30 secondsto run on onenetwork and105secondson theother. Thesetimesdo not includethe

time to collecttheSNMPdatafrom thenetwork.

Oneareaof futurework is comparingthis approachwith the relatedapproaches.For example,this

approach,thepatternmatchingapproachin [10], andthe forwardingtablebasedapproachin [11, 12]

all attemptto build a layer-2 topology.
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